Privacy-Aware Video Anomaly Detection through Orthogonal Subspace Projection
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UMAP of removed features on MSAD. Performance by anomaly type on MSAD. Bold marks the best, underlined the second-best.
OPL removes nuisance factors, yielding dispersed clusters, while G-OPL suppresses facial cues, producing We compare against recent methods: RTFM, MGFN, UR-DMU, EGO, and IEF-VAD.
a compact, overlapping distribution not aligned with anomaly types. Our G-OPL/OPL achieves competitive or superior results across anomaly types, highlighting its robust-
This contrast shows their complementary roles in separating nuisance and privacy-sensitive information. ness, especially when paired with strong base models (e.¢., RTFM with I3D).
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OPL: By scenario. G-OPL.: By scenario. OPL: By anomaly type. G-OPL: By anomaly type. Performance by scenario on MSAD.

Results on 12 test scenarios (excluding Highway and Park without anomalies) show our method’s strong

| T ™\, | adaptability and robustness, consistently outperforming or matching top baselines and recent state-of-the-
Qualitative results art methods while achieving better balance across scenarios (this table) and anomaly types.

UMAP plots visualize task-relevant (dots) and removed nuisance/sensitive (CI'OSSES) features after the Method Frontdoor Mall Office ParkinglotPedestr. st. Restaurant Road Shop Sidewalk St. highview Train Warehouse Overall
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ters for human-centric anomalies, revealing improved disentanglement of anomaly-relevant factors.
ot . T B AR, Results on ShanghaiTech, UCF-Crime, CUHK Avenue, and UCSD Ped2.
S e SN T uses RetinaFace embeddings; NA denotes undetectable faces on UCSD Ped2 due to low resolution. Bold
, - TR AL e highlights performance surpassing the baseline or the best privacy variant.
L A e L G-OPL/OPL are further evaluated using privacy metrics (SSCT, ARDJ, FPDJ). Privacy metrics may under-
s 4 P T b Lo fam ot e, perform on datasets with low resolution or small/occluded faces.
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g g This is the first comprehensive privacy analysis for VAD across datasets.
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